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Operation and Maintenance, Defense-Wide Summary ($ in Thousands)  
      Budget Activity (BA) 4: Administration and Service-wide Activities  
   

 
FY 2024 
Actuals 

Price 
Change 

Program 
Change 

FY 2025 
Enacted 

Price 
Change 

Program 
Change 

FY 2026 
Request 

DCMA Cyber 29,203 834 12,032 42,069 425 940 43,434 
 
I. Description of Operations Financed: 
 
The Defense Contract Management Agency (DCMA) Cybersecurity Program mission is to execute the Department of Defense (DoD) Cyber 
Strategy while achieving the cyberspace objectives to protect the warfighter. To protect, secure, and defend the DCMA information and 
Information Technology (IT) systems, the DCMA IT must maintain a vigilant presence to detect and deter threats and vulnerabilities in cyberspace, 
expand alliances and partnerships, improve infrastructures and firewalls, and cultivate and sustain a cyber-readiness environment and 
workforce.  The DCMA DIB Cyber Assessment Center, is DoD's sole entity for DIB-wide cyber assessments, conducting over 700 assessments on 
$2.8 trillion in contracts, proactively identifying and mitigating vulnerabilities within the defense industrial base.   
      
The DCMA Cyber budget protects, secures, and defends information and IT systems under its purview to ensure functional owners and operators 
have confidence in the confidentiality, integrity, availability, and non-repudiation of the DCMA information needed to make informed decisions. 
Some key security principles include isolation; containment; redundancy; layers of defense; least privilege; situational awareness; and physical or 
logical segmentation of networks, services, and applications. This budget supports these activities by providing government and contractor support 
to prevent unauthorized network access by protecting all information systems, enclaves, and computing environments from external and internal 
threats of interception, modification, fabrication, and interruption.             
   
In FY 2026, the DCMA plans to continue to make incremental improvements to the cybersecurity operational environment by enhancing core 
processes and investments towards the defense of the DCMA and DoD enterprise. In addition to reaffirming the Agency's current security posture 
through validation and verification of security controls, DCMA will continue to work towards implementing of the Zero Trust Reference Architecture 
(ZTRA), supporting the strategic outcomes of ZTRA outlined in the current DoD ZT Strategy. The DCMA will continue to leverage DISA 
Cybersecurity Service Provider (Tier II/III) services to increase visibility and Area of Operations (AO), streamlining the Cybersecurity Service 
Provider (CSSP) efforts within the DCMA, while simultaneously strengthening the capability to perform and execute required mission partner 
CSSP capabilities at the Tier III level. The DCMA anticipates these efforts will support the protection and defense of information and information 
systems facilitating a transformative evolution into a more agile, mobile, and cloud-supported workforce.     
   
The DCMA Cybersecurity Center requires a specialized highly skilled, qualified cybersecurity workforce, including civilians and contractors, to 
perform defensive cyberspace operations (DCO). This function directly supports improving of cybersecurity operations, supporting effective 
damage containment, mitigation, and remediation activities when a device, network, user, or credential becomes compromised.     
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The DCMA Cybersecurity Center plans to recruit, train, and retain a skilled and lethal workforce qualified under the new DoD 8140.01 Cyber 
Workforce Management program to meet requirements associated with the DoD ZT Strategy. Additionally, DCMA will obtain skilled labor support 
through service contract vehicles to provide for critical capabilities required to meet and sustain the intent of the ZT strategy.      
   
The DCMA continues to support 4th Estate Consolidation efforts by reviewing network designs, decommission efforts, and secure policy 
deployments during the transition to DoDNet.  This DoD modernized network infrastructure will improve the DoD IT systems' efficiency, security, 
and overall user experience.    
   
The Defense Industrial Base Cybersecurity Assessment Center (DIBCAC) is the sole entity entrusted with the Department’s mission of conducting 
cybersecurity assessments of defense contractor information systems that process, transmit, or store Controlled Unclassified Information (CUI) in 
accordance with DFARS 252.204-7012 and DFARS 252.204-7020.  The Defense Industrial Base (DIB) supply chain includes over 220,000 
defense contractors and suppliers and is increasingly targeted by capable adversaries to undermine U.S. national interests.  The DIBCAC directly 
supports the DoD DIB Cybersecurity Strategy mission and vision to “ensure the generation, reliability, and preservation of U.S. warfighting 
capabilities by protecting sensitive information, operational capabilities, and product integrity...[through] a secure, resilient, and technologically 
superior Defense Industrial Base.”  Furthermore, the DIBCAC assists in Goal 2 of the strategy to “enhance the cybersecurity posture of the DIB” 
by achieving Objective 2.1, “evaluate DIB compliance with DoD’s cybersecurity requirements” as the office of primary responsibility (OPR) for 
current DoD cybersecurity assessments and as the office of coordinating responsibility (OCR) for DoD’s Cybersecurity Maturity Model Certification 
(CMMC) program. The DIBCAC prioritizes assessments based upon the DoD Sector Risk Management Agency’s (SRMA) list of systemically 
important entities as required by the National Security Memorandum (NSM) 22 and other critical priorities.        
   
The DIBCAC is committed to collaborating with foreign partners to protect CUI worldwide. The complex multinational supply chain and rapidly 
evolving technology landscape transcends national borders and territories, making ongoing international cooperation essential. In support of DoD 
Chief Information Officer (CIO) and OUSD Acquisition & Sustainment (A&S) initiatives, the DIBCAC and foreign partners work closely to establish 
a mutually accepted reciprocal cybersecurity assessment framework to be included in the existing Defense Procurement Agreement (DPA) 
Government Quality Assurance (GQA) annexes. DIBCAC engagements with foreign partners include assessor training of the partner’s personnel 
and joint cybersecurity assessments performed in the U.S. and the partner nation. The DIBCAC spearheads a multilateral international initiative to 
develop future assessment standards and training material, including implementation of National Institute of Standards and Technology Special 
Publication (NIST SP) 800-171r3, NIST SP 800-172, and CMMC Level 3.      
   
 A crucial player in the Department of Justice Civil Cyber Fraud Initiative, DIBCAC works closely with investigative entities within DoD, such as the 
Naval Criminal Investigative Service (NCIS).  As the only organic DoD entity focused on unclassified cybersecurity assessments throughout the 
global DIB supply chain, DIBCAC's expertise and insights remain invaluable in supporting potential DIB cybersecurity fraud investigations.    
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II.  Force Structure Summary:
 
N/A 
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III. Financial Summary ($ in Thousands):
 

  FY 2025  
  Congressional Action  

A. BA Subactivities 
FY 2024 
Actuals 

Budget 
Request Amount Percent 

Current 
Enacted 

FY 2026 
Request 

Cyberspace Activities $29,203 $42,541 $-472 -1.11% $42,069 $43,434 
Total $29,203 $42,541 $-472 -1.11% $42,069 $43,434 

 

The FY 2026 request for Contract Management Operations includes $43,434 thousand of discretionary and $0 thousand of mandatory (reconciliation) for a total of $43,434 thousand. 
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B. Reconciliation Summary 
Change 

FY 2025/FY 2025 
Change 

FY 2025/FY 2026 
BASELINE FUNDING $42,541 $42,069 

Congressional Adjustments (Distributed) 0  
Congressional Adjustments (Undistributed) -457  
Adjustments to Meet Congressional Intent 0  
Congressional Adjustments (General Provisions) -15  
Fact-of-Life Changes (2025 to 2025 Only) 0  

SUBTOTAL BASELINE FUNDING 42,069  
Supplemental 0  
Reprogrammings 0  
Price Changes  425 
Functional Transfers  0 
Program Changes  940 

CURRENT ESTIMATE 42,069 43,434 
Less: Supplemental 0  

NORMALIZED CURRENT ESTIMATE $42,069 $43,434 
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FY 2025 President's Budget Request (Amended, if applicable) ................................................................................................................... $42,541 

1. Congressional Adjustments ................................................................................................................................................................................ $-472 

a) Distributed Adjustments....................................................................................................................................................................... $0 

b) Undistributed Adjustments ............................................................................................................................................................ $-457 

1) OSD Requested Reduction ................................................................................................................................. $-457 

c) Adjustments to Meet Congressional Intent .......................................................................................................................................... $0 

d) General Provisions .......................................................................................................................................................................... $-15 

1) Sec. 8128 Savings attributable to efficiencies and management improvements in funding of misc or other 
contracts.  .................................................................................................................................................................. $-15 
 

FY 2025 Appropriated Amount ........................................................................................................................................................................ $42,069 

2. Supplemental Appropriations ................................................................................................................................................................................... $0 

a) Supplemental Funding......................................................................................................................................................................... $0 

3. Fact-of-Life Changes ................................................................................................................................................................................................ $0 

a) Functional Transfers ............................................................................................................................................................................ $0 

b) Technical Adjustments ........................................................................................................................................................................ $0 

c) Emergent Requirements ...................................................................................................................................................................... $0 
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FY 2025 Baseline Funding................................................................................................................................................................................ $42,069 

4. Reprogrammings (Requiring 1415 Actions) ............................................................................................................................................................. $0 

a) Increases ............................................................................................................................................................................................. $0 

b) Decreases ........................................................................................................................................................................................... $0 

Revised FY 2025 Estimate ................................................................................................................................................................................ $42,069 

5. Less: Item 2, Supplemental Appropriation and Item 4, Reprogrammings ............................................................................................................... $0 

a) Less: Supplemental Funding ............................................................................................................................................................... $0 

FY 2025 Normalized Current Estimate ............................................................................................................................................................ $42,069 

6. Price Change ....................................................................................................................................................................................................... $425 

7. Functional Transfers ................................................................................................................................................................................................ $0 

a) Transfers In ......................................................................................................................................................................................... $0 

b) Transfers Out ....................................................................................................................................................................................... $0 

8. Program Increases ............................................................................................................................................................................................ $7,304 

a) Annualization of New FY 2025 Program ............................................................................................................................................. $0 

b) One-Time FY 2026 Increases ............................................................................................................................................................. $0 
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c) Program Growth in FY 2026 .........................................................................................................................................................$7,304 

1) Civilian Personnel Compensation ..................................................................................................................... $3,324 
This funding increase allows the DCMA to establish four functional teams with +18 FTEs annually to perform 
75 additional cybersecurity assessments.  This increase supports the DCMA phased hiring plan to meet the 
demand specified in the CMMC compliance rule.  
(FY 2025 Baseline: $29,665 thousand; 149 FTEs; +18 FTEs) 

2) DISA TELECOMM SVCS .................................................................................................................................. $3,980 
This funding increase aligns the budget with the planned execution of resources and fully funds the FY 2026 
costs. The funding supports the DoD-mandated adoption of DISA-DODNET for 4ENO common use IT 
resources. Funding is realigned from OP-32 lines 647 DISA Enterprise Computing Centers (-$2,171 
thousand), line 914 Purchased Communication (-$1,208 thousand) and line 990 IT contract support services 
(-$601 thousand) the line where it is more appropriately categorized.  
(FY 2025 Baseline: $0 thousand) 

9. Program Decreases ......................................................................................................................................................................................... $-6,364 

a) Annualization of FY 2025 Program Decreases ................................................................................................................................... $0 

b) One-Time FY 2025 Increases ............................................................................................................................................................. $0 

c) Program Decreases in FY 2026 ................................................................................................................................................. $-6,364 

1) Civilian Personnel Compensation - Rate Adjustment ...................................................................................... $-2,307 
To ensure precise workforce cost projections, annual civilian compensation rates are calculated using real 
execution data and cost factor analysis. The current Average Annual Rate for the End of Month May 2025 
provided a more accurate assessment than the FY 2025 Enacted rate to project FY 2026 costs. The 
workforce grade mix in FY 2026 has a greater concentration of lower-grade employees.  This adjustment 
fully funds planned FY 2026 civilian compensation costs.  
(FY 2025 Baseline: $29,665 thousand) 
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2) DISA ENTERPRISE COMPUTING CENTERS  ............................................................................................... $-2,171 
This funding decrease aligns the budget with the planned execution of resources and realigns funding to OP-
32 line 677 DISA TELECOMM SVCS for DISA-DODNET for 4ENO common use IT resources.   
(FY 2025 Baseline: $2,128 thousand) 

3) IT Contract Support Services .............................................................................................................................. $-678 
The decrease is due to a change in IT network operations for DISA-DODNET for 4ENO common use IT 
resources, resulting in a reduced requirement (-$77 thousand) for FY 2026 and the realignment of funding (-
$601 thousand) to OP-32 line 677 DISA TELECOMM SVCS.  
(FY 2025 Baseline: $6,526 thousand) 

4) Purchased Communications ............................................................................................................................ $-1,208 
A decrease in funding is a result of a reduced requirement.  Network services are transferring to DISA; 
therefore, funding is being realigned to OP-32 line 677 DISA TELECOMM SVCS. 
(FY 2025 Baseline: $1,183 thousand) 

FY 2026 Budget Request .................................................................................................................................................................................. $43,434 
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IV. Performance Criteria and Evaluation Summary: 
 

N/A   
 
  
 



 Defense Contract Management Agency - Cyber  
 Operation and Maintenance, Defense-Wide  
 Fiscal Year (FY) 2026 Budget Estimates  
   
   
   

 

  DCMA - Cyber 
 12  

 
 

V.  Personnel Summary:

 FY 2024 FY 2025 FY 2026 

Change 
FY 2024/ 
FY 2025 

Change 
FY 2025/ 
FY 2026 

 
Civilian End Strength (Total) 118 149 167 31 18 

U.S. Direct Hire  118 149 167 31 18 
Total Direct Hire 118 149 167 31 18 

 
Civilian FTEs (Total) 118 149 167 31 18 

U.S. Direct Hire 118 149 167 31 18 
Total Direct Hire 118 149 167 31 18 

 
Average Annual Civilian Salary ($ in thousands) 186.3 199.1 184.7 12.8 -14.4 

 
Contractor FTEs (Total) 24 24 24 0 0 

 
Personnel Summary Explanations: 
Civilian FTEs: The change from FY 2024 to FY 2025 is +31 FTEs due to a realignment of FTEs from the DCMA Non-Cyber O&M budget to the 
Cyber O&M Budget to support an increased Defense Industrial Base cyber workload.     
Civilian FTEs: The change from FY 2025 to FY 2026 is +18 FTEs for the DCMA to establish four functional teams, to perform 75 additional cyber 
security assessments annually.    
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VI. OP 32 Line Items as Applicable (Dollars in thousands): 

 Change from FY 2024 to FY 2025  Change from FY 2025 to FY 2026  

  
FY 2024 

Program 
Price 

Growth 
Program 

Growth 
FY 2025 

Program 
Price 

Growth 
Program 

Growth 
FY 2026 

Program 

101 EXEC, GEN’L & SPEC SCHEDS  21,986 639 7,040 29,665 166 1,017 30,848 

0199 TOTAL CIVILIAN PERSONNEL COMPENSATION 21,986 639 7,040 29,665 166 1,017 30,848 

 

308 TRAVEL OF PERSONS  1,431 30 778 2,239 47 0 2,286 

0399 TOTAL TRAVEL 1,431 30 778 2,239 47 0 2,286 

 

647 DISA ENTERPRISE COMPUTING CENTERS 0 0 2,128 2,128 43 -2,171 0 

677 DISA TELECOMM SVCS - REIMBURSABLE 3,825 124 -3,949 0 0 3,980 3,980 

0699 TOTAL OTHER FUND PURCHASES 3,825 124 -1,821 2,128 43 1,809 3,980 

 

914 PURCHASED COMMUNICATIONS (NON-FUND)  0 0 1,183 1,183 25 -1,208 0 

922 EQUIPMENT MAINTENANCE BY CONTRACT  1,203 25 -900 328 7 0 335 

990 IT CONTRACT SUPPORT SERVICES 758 16 5,752 6,526 137 -678 5,985 

0999 TOTAL OTHER PURCHASES 1,961 41 6,035 8,037 169 -1,886 6,320 

 

9999 GRAND TOTAL 29,203 834 12,032 42,069 425 940 43,434 
 


