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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

Operation and Maintenance, Defense-Wide Summary ($ in Thousands)
Budget Activity (BA) 4: Administration and Service-wide Activities

FY 2024 Price Program FY 2025 Price Program FY 2026
Actuals Change Change Enacted Change Change Request
DISA Cyber 515,093 11,168 -34,913 491,348 9,639 58,439 559,426

|. Description of Operations Financed:

The Defense Information Systems Agency (DISA) is a combat support agency that provides, operates, and assures command and control,
information sharing capabilities, and a globally accessible enterprise information infrastructure in direct support to the joint warfighters,
National-level leaders, and other missions and coalition partners across the full spectrum of operations. The DISA Next Strategy is designed
to drive the combat support priorities and initiatives that enable the delivery of capacity and capability for the warfighting information system.
The DISA plans, engineers, acquires, tests, fields, operates, and assures information-sharing capabilities, command and control solutions, and
a global enterprise infrastructure to support the DoD and National-level leadership. The DISA drives innovation and collaboration to match
capabilities with evolving threats and is integral to achieving the SECDEF'’s priorities to rebuild the military and reestablish deterrence by
defending the homeland. By embodying the core principles of readiness, campaigning, continuous modernization, and establishing lethality,
the DISA ensures the military is agile and adaptable, capable of quickly incorporating new technologies and tactics to respond to evolving
threats.

The DISA serves the needs of the President, Vice President, Secretary of Defense, Joint Chiefs of Staff, Combatant Commands (CCMD), and
other DoD Components providing networks, computing infrastructure, and enterprise services to support information sharing and decision
making for the warfighters and those who support them in the defense of the nation. The DISA is committed to advancing new technologies to
strengthen the security and resilience of networks and systems that contribute to current and future U.S. military advantages over potential
adversaries. Cyber, National Leadership Command Capability (NLCC), and the White House support are priority areas.

Four strategic imperatives guide the DISA’s efforts:
Strategic Imperative #1: Operate and Secure the DISA Portion of the DOD Information Network (DoDIN)
This strategic imperative involves fortifying infrastructure, innovating processes, and dedicating critical resources, and includes providing

relevant, modern enterprise and business tools, over 200 of which are already in place. A resilient and redundant Defense Information
Systems Network (DISN) backbone is crucial for data transport security.
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

I. Description of Operations Financed: (Cont.)

Strategic Imperative #2: Support Strategic Command, Control, and Communications (C3)

Developing, provisioning, and operating C3 solutions that enable secure communications is a critical function for the DISA. Operationalizing
the cloud, building an accessible hybrid cloud environment, and strengthening standards for data management are key operational goals.
These innovations will allow warfighters to access data at the scope and scale needed for modern combat operations and maintain the agility
and adaptability to respond to emerging threats.

Strategic Imperative #3: Optimize the Network

Optimizing the DoDIN is a responsibility that involves both security and adaptability. Innovating while providing the infrastructure necessary to
maintain confidence in the network resilience guides the DISA strategy in this area. The user experience must be seamless, and technical
debt must be minimized. Goals around an unconstrained DoDIN, consolidated Defense Agencies and Field Activities (DAFA), and CCMDs will
help steer this priority imperative.

Strategic Imperative #4: Operationalize Data

Leveraging data to make decisions that help the warfighter gain a strategic advantage over adversaries is critical to a continued competitive
advantage. Culture, conduct, and capabilities must be aligned to innovate in the operationalization of data. Modernizing the coordination
capabilities of the NLCC and joint warfighting tools will enhance the collaborative process of operationalizing data.

The DISA aligns its program resource structure across seven mission areas. These mission areas reflect the DoD national defense priorities
and represent DISA’s focus on executing its lines of operations:

Transition to Net Centric Environment: Create and strengthen the network environment to facilitate DoD information sharing by making data
continuously available in a trusted environment. Cultivate emerging technologies to rapidly integrate them into the military’s arsenal to
maintain a technological edge over adversaries.

Eliminate Bandwidth Constraints: Build and sustain the DoDIN transport infrastructure that eliminates bandwidth constraints and rapidly
surges to meet demands, whenever and wherever needed.

DoDIN Network Operations and Defense: Operate, protect, defend, and sustain the enterprise infrastructure and information sharing
services and enable Command and Control. Supports the CCMDs by providing cybersecurity and network operations to the edge of conflict.
Exploit the DoDIN for Improved Decision Making: Build the DoD enterprise-wide capabilities for communities of interest, such as command
and control, and combat support that exploit the DoDIN for improved decision-making. Enables collaboration, joint military exercises,
intelligence sharing, and strategic planning for strategic deterrence.

Deliver Capabilities Effectively/Efficiently: Deliver capabilities, based on established requirements, more effectively, economically, and
efficiently than the DISA does today.

Special Mission Area: Execute special missions to provide communications support required by the President, including day-to-day
management, fielding, operation, and maintenance of communications and information technology.
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

I. Description of Operations Financed: (Cont.)
Cyberspace Operations (described in this Cyber OP-5): Defend DoD networks against cyber-attacks, proactively identify threats, and
promote Zero Trust implementation throughout the Department. Ensures robust defense mechanisms are in place to protect the homeland

from threats, both on the ground and in the air.

The DISA continues to use the Cost Allocation Model (CAM) to assign shared services costs to products and services. The CAM
identifies the total cost of a program and avoids unintended subsidies to the Defense Working Capital Fund (DWCF), provides visibility into the
cost and consumption of shared services, and identifies efficiencies.

Mission Area: Cyberspace Activities - (FY 2026: $559,426 thousand)

1. Information Systems Security Program (ISSP)/ Joint Information Environment (JIE) (FY 2026: $559,426 thousand): The ISSP, Public Key
Infrastructure (PKI), and JIE mission provide enterprise-wide cybersecurity solutions for all DoD components, ensuring critical mission
execution in contested cyber environments. The PKI modernization will enable post-quantum cryptography (PQC), increase automation, and
implement emerging industry standards. The ISSP data security enhancements will improve the Department’s ability to detect and prevent
malicious traffic and threats across the DoDIN by implementing or expanding break-and-inspect functionality and refining data discovery,
tagging, labeling, classification, and protection measures. Other zero-trust enhancements include deterrence of zero-day attacks, phishing,
and other cyber threats while streamlining cyber defense tools. These capabilities are critical to maintaining a secure and resilient cyber
footprint for the DoD.

The program provides solutions to harden the network by:

* Reducing the exposed attack surface and gaps that allow adversaries to exploit and disrupt communications. Critical efforts include
deploying and operating defenses at the perimeter that sit at the border between the DoD and the internet. Perimeter Defenses protect
over five million users with state-of-the-art measures by mitigating malicious activities such as viruses, exfiltration, and emergent cyber
threats.

« Deploying a secure protocol, decryption, and re-encryption mechanism to protect communications through the Internet Access Points
(IAPs). This is an advanced technological capability integrated network-wide.

» Providing vital situational awareness to senior decision-makers and network defenders that enables attack detection and diagnosis. Real-
time situational awareness is crucial for deterring emerging threats.

»  Supporting safe information sharing with allies and mission partners by expanding enterprise services that enable secure access and data

transfer between networks of differing classification levels. By utilizing cyber identity credentials and expanding this capability on Secret
Internet Protocol Router Network (SIPRNet), the DISA is driving anonymity out of the networks.
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Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

I. Description of Operations Financed: (Cont.)

Enabling authentication of the user and device, end-to-end encryption, micro-segmentation of traffic, and dynamic networking, while
providing enhanced cyber situational awareness solutions with end-to-end visibility, monitoring, and automation.

Providing a joint DoD Routing-Only (RO solution) and Transport Infrastructure (TI) for the remaining Joint Regional Security Stacks
(JRSS) Customers.

Providing oversight of Information Assurance (IA) programs, projects, and initiatives from requirements management through
implementation and sustainment.

Providing advanced technological capabilities training to DoD civilians by continuing to generate information assurance and NetOps
training used throughout the Department using web-enabled tools.

Federating all ICAM solutions across the Department and sustaining federated capabilities. Application Program Interface (API) Gateways
improve security and access control and support Zero Trust user and device pillars by enabling publishing, maintaining, monitoring,
securing, and operating APIs, thus reducing vulnerabilities in one of the largest cybersecurity vectors.

Ensuring only authorized users have access to authorized data sources, that those authorizations are automatically updated based on
multiple user attributes, and that only authorized credentials are accepted to authenticate those authorized users. The ICAM solution
leverages a Fed Hub, which bridges and enables the interoperability of the various DoD ICAMs. The use of the ICAM federation hub on
the Non-classified Internet Protocol Router Network (NIPRNet) and SIPRNet, where all DoD can rely on a single ICAM capability, supports
coordination of Joint Operations by enabling members of one Component to access applications in other Components with a single
identity.

Implementing requirements for Internal Controls over Financial Reporting (ICOFR) applications to leverage centralized ICAM solutions
with automated account provisioning in support of “passing a financial audit’. ICAM supports the SECDEF’s priority to Rebuild the Military
by enhancing the Department’s audit posture.

Providing DISA’s initial implementation of a Zero Trust Architecture (ZTA) (under the concept of least privileged access) as part of the
Thunderdome Capability. Zero Trust is a data-centric security model that eliminates the idea of trusted or untrusted networks, devices,
personas, or processes and shifts to multi-attribute-based confidence levels that enable authentication and authorization policies under
the concept of least privileged access. The Zero Trust approach to security helps the warfighter remain ahead of constantly evolving
threats and adversaries.
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I. Description of Operations Financed: (Cont.)

Providing Continuous Compliance Monitoring (CCM) for all DoD mission partners’ containerized applications, which cover all the
DevSecOps pillars via DevSecOps Operational Container Scanning (DOCS). The DOCS process provides CCM for all DoD mission
partners’ containerized applications. DOCS provides Security Technical Implementation Guide (STIG) automation via Compliance as
Code files. The STIG capabilities include automated STIG compliance monitoring for popular software technologies, a comprehensive
user dashboard for continuous monitoring, and the ability for users to send data to Enterprise Mission Assurance Support Service
(eMASS) for increased system status visibility.

Publishing cybersecurity guidelines and assessing compliance. The DISA is changing the STIGs to enable better automation of the DoD’s
configuration and supply chain risk management requirements and reporting processes. Maintaining a robust risk management strategy
increases transparency and confidence in the warfighter support network.

Supporting the Cleared Defense Contractor Gateway (CDCG) is critical to the cybersecurity architecture deployed to protect the SIPRNet.
The CDCG is designed to secure communications between defense contractor facilities (i.e., Defense Industrial Base (DIB) mission
partners) and the DoD SIPRNet. The focus is on cybersecurity enhancements and supporting operations and sustainment for a lab and
two production sites.
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Il. Force Structure Summary:

N/A
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

lll. Financial Summary ($ in Thousands):

Current FY 2026
Enacted Request
$718 $0

$490,630 $559,426

FY 2025
Congressional Action
FY 2024 Budget

A. BA Subactivities Actuals Request Amount Percent

Defense Industrial Base (DIB) - Cyberspace Operations $5,360 $5,886 $-5,168 -87.80%

Information Systems Security Program (ISSP) /

Information Assurance (IA) - Cyberspace Operations $509,733 $499,010 $-8,380 -1.68%

Total $515,093 $504,896 $-13,548 -2.68%

$491,348 $559,426

The FY 2026 request includes $559,426 thousand of discretionary and $0 thousand of mandatory (reconciliation) for a total of $559,426 thousand.
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

lll. Financial Summary ($ in Thousands): (Cont.)

Change Change
B. Reconciliation Summary FY 2025/FY 2025 FY 2025/FY 2026
BASELINE FUNDING $504,896 $491,348
Congressional Adjustments (Distributed) -7,643
Congressional Adjustments (Undistributed) -5,345
Adjustments to Meet Congressional Intent 0
Congressional Adjustments (General Provisions) -560
Fact-of-Life Changes (2025 to 2025 Only) 0
SUBTOTAL BASELINE FUNDING 491,348
Supplemental 0
Reprogrammings 0
Price Changes 9,639
Functional Transfers 1,095
Program Changes 57,344
CURRENT ESTIMATE 491,348 559,426
Less: Supplemental 0
NORMALIZED CURRENT ESTIMATE $491,348 $559,426
DISA - Cyber
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Fiscal Year (FY) 2026 Budget Estimates

lll. Financial Summary ($ in Thousands): (Cont.)

FY 2025 President's Budget Request (Amended, if applicable)......c.cccccimiiiiiiinii e ———— $504,396
L OTe] o= o] g b= 1N U] 1 4 [=T 0L £ OO RPP TR $-13,548
8) DIStHDULEA AQJUSTIMENTS..... ..ottt ettt e e et e e ettt e e et e e e e e e etee e eateeeeaeeeeseeeenteeeesaeeenseeeseeeesteeenseeeeneeeanneas $-7,643
1) Overestimation of Civilian COMPENSALION ..o e e e e e e eeaa e $-7,643
D) UNdistributed AGJUSTMENTS ... ..ottt o e bt e e s b et e e o s b et e e e s b bt e e e a b e e e e e abee e e enbeeeeennee $-5,345
1) OSD ReqUESIEA REAUCHION ........viiiiiiiiie ettt ettt et e et et e et e e et e e et e e e etteesabeeebeeesabesebeeeeneeas $-5,345
c) Adjustments to Meet CongresSSIONal INTENT...........oii e e e e e e e e s e e e e e aaeeesanatsteeeeaaesasansssaeeeaeeesaasnrennees $0
o)L= o =T = I o o 1Y/ (=TT o =PRSS $-560

1) Sec. 8128 Savings attributable to efficiencies and management improvements in funding of misc or other
(o701 =T =P T $-560
[l @74 V232N o7 ¢ o o T4 T T (=T [N 4 o U o P $491,348
TN o] o] (=Y =T gk = AN T o] f] o 15 F= 4 o] o 1= P UUER SRR $0
YRS 10 o) o1 [=Ta g T=TaY e= 1 L] Vo [1gTe TSR $0
TR = Tor o) o 1 =Y @ =T g o T USROS $0
A) FUNCHONAI TFANSTEIS ...ttt ettt oo oa bt e e e oa bt e e oo oh b et e e o oh b et e e o ah b et e e o b b e e e e obbe e e e abbe e e e sabbeeeesbeeeeeaans $0
(o) =T g T or= Ao [0 IS] 1 o= o SR $0
(o) I =l a1 o (=T gk Al A= To [T =T0 g =T o1 £ PRSP $0
DISA - Cyber
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

lll. Financial Summary ($ in Thousands): (Cont.)

Lo 7 3 = T T 110 L= T g T |13 T P $491,348
4. Reprogrammings (REQUIMING 1415 ACHONS) ... ..eeiiiiiiiii ittt b et e ettt e e ottt e e oa ke e e e e oa bt e e e e aa b et e e e aa b e e e e e anbe e e e e bbe e e e ebbeeeeanbeeeesbneeeenans $0
2 I AL (== 1T SRR $0
(o)l D=1 (=Y 1TSS $0
{2 LYY= Yo I o 0 74 = Ty P Y - $491,348
5. Less: Item 2, Supplemental Appropriation and Item 4, ReprogrammMiNgs ... ..eeiiiiaeoiiieeeee e et ee e e e e e e e e e et e e aaeeaaaannteeeeaaaeeaaanneneeeaeeeeaaannnenees $0
e ) T T 10 o o1 (=10 U= a1 = B U] To 1 0o PRSP $0
[ 403\ Lo g 4 F= 1= T IO U= o A 3 4 1 = $491,348
B. PTICE CRANGE .....viiiitie ettt ettt et et e et et e ettt e et e e e be e e eabeeeateeebee e eabeeebeeeeateeeabeeeabeeeeabeeeateeeehbeeabeeeteeeaaaeeabeeeaateeabeeaabeeeanbeeanreeans $9,639
A V] Tor o] g = I = T a1 1= TR $1,095
LY =105 (=T 6T o TR $1,095
1) Civilian Pay (6 FTEs) - Identity Credentialing Access Management (ICAM) ..........ccceeeeiiiiiiiieee e, $1,095

Increase reflects +6 FTEs transferred to this DISA Cyber SAG for Identity Credentialing Access Management
(ICAM) Civilian Pay from the DISA SAG and the Net Centric Enterprise Services (NCES) Civilian Pay line to
the where they are more appropriately funded. The ICAM program is necessary to support the High Impact
Zero Trust-ICAM Capability and build the FedHubs to enable the DoD to have Federated ICAM protection.
(FY 2025 Baseline: $44,077 thousand; 215 FTEs; +6 FTESs)

(o) =18 1S (£ O 11 SRS $0
G T CoT =T g T [T == T T S $77,222
DISA - Cyber
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

lll. Financial Summary ($ in Thousands): (Cont.)

a) Annualization Of NEW FY 2025 PrOgIram ........oooiiiiiiiiiii ittt ettt ettt e e bttt e e 1ttt e e e 1a b et e e e aa b et e e e aabe e e e e aabeeeeeanbeeeeeabbeeeesanbneeeaan $0

D) ONE-TIME FY 2026 INCIEASES ....ceiiutiiiiiiitiiie ettt ettt ettt ettt e e ettt e o h ettt e 4 s b et e+ 4 s b et e e £ s b et e e 4R b et e+ 4 e b et e e o s b et e oo a b e e e e eab e e e e enbeeeeenbeeeeeaneas $0

C) Program Growth iN FYY 2026 ............uuiiiiiiiiiiiiieeet ettt e e ettt e e e e e s et e teeeeea e e e s astateeeaeeeaaasssesaeaaaeeeaasssseseaaaeeaassssanseaeeesannns $77,222
L KO =T g T - VPSSR $182

$182 thousand and +1 FTE increase to conduct Cloud Provisional Authorizations. As DoD systems
increasingly transfer to the cloud, the workload has tripled since this program’s inception.
(FY 2025 Baseline: $44,077 thousand; 215 FTEs; +1 FTEs)

2) Civilian Pay, Target Local Market Supplement (TLMS) EXPanSIioN ..........cccccuiiiieiieciiiiieiiee e $311
In February 2024, the DISA expanded the TLMS salary subsidy to five additional workgroups and

approximately 19 additional Cyber personnel to help DISA recruit and retain Cyber Professionals. Positions

newly covered by TLMS include Cyber Defense Forensic Analyst, Cyber Operations Planner, and System

Security Analyst. Cyber Defense Incident Responder, Security Architect, and Information Systems Security
Manager. This fully funds the TLMS supplement to base pay, addressing pay gaps and making federal

salaries more competitive with the private sector for 19 personnel.

(FY 2025 Baseline: $44,077 thousand)

3) ISSP/Joint Information Environment (JIE) NON-Pay...........ccooiiiiiiiiiiiie ettt e e e $76,729
$23,000 thousand increase for Perimeter - Break and Inspect (B&I)/Web Application Firewall (WAF).

Supports the B&I/WAF Capability that expands data decryption at the boundary for inbound traffic to

enhance threat visibility. This zero-trust approach allows for better visibility of threats so that cyber defense

devices can mitigate threats before reaching DoD endpoints and assets. The B&l function enables the DoD

to gain more visibility over traffic coming into the DoDIN and will enable more unencrypted data to flow

through the DISA-managed DoD Internet Access Points (IAPs) in which cybersecurity tools to detect, alert,

and mitigate malicious traffic. The decrypted traffic logs will also be usable in various DoD Security

Information and Event Management (SIEM) environments where analysts will get much better insight into the

data traversing inbound across the DISA-managed IAPs.

$15,000 thousand for Perimeter — Threat Intelligence System (TIS)/Auto Mitigation/Sandboxing. Supports
DISA TIS/Auto Mitigation/Sandboxing Capability that enables threat indicators to automatically be generated
in different format standards for multiple security tools to automatically import and use. The TIS will enable
faster updates and will help streamline defenses across multiple tools (vs. implementing a threat indicator for
blocking on one tool and then hours/days later implementing an indicator on another tool for added defense),

DISA - Cyber
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

lll. Financial Summary ($ in Thousands): (Cont.)

expediting responses to detected threats in real-time. Auto Mitigation and Sandboxing Capabilities expand
data decryption at the boundary for inbound traffic to enhance threat visibility. This zero-trust approach
allows for better visibility of threats so that cyber defense devices can mitigate threats before they reach DoD
endpoints and assets.

$13,860 thousand for High Impact Zero Trust - Identity Credentialing Access Management (ICAM)
Capability. It supports DoD ICAM Capability and Federation Hubs (DoD ICAM Fed Hub) for NIPR and
SIPR. The Fed Hub bridges and enables the interoperability of the various DoD ICAMs across the
Department. The ICAMs are the tools, policies, and systems that an Agency uses to allow the right
individual to access the right resource, at the right time, for the right reason. The ICAM solutions unify IT
services and improve access control, information security, and decision making. Any one ICAM portfolio
consists of three foundational elements: Identity Provider (IdP), Automated Account Provisioning (AAP), and
Master User Record (MUR). IdP centralizes authentication, AAP enables workflows of the System
Authorization Access Requests (SAAR) process, and the MUR aggregates application account data at the
enterprise level. Funding will sustain the ICAM Federation on NIPR (IL5) while standing up and sustaining a
DoD ICAM Fed Hub on SIPR (IL6).

$7,000 thousand Data Protection and Tagging Capability enables data security capabilities to tag, label,
discover, classify, and protect data in DISA and DAFA data stores. This capability discovers business,
mission, and administrative data in a multitude of storage silos, infers their sensitivity, and requires users to
label the content, thereby protecting the data from unauthorized access, modification, and transmission.

$6,000 thousand for the Highly Evasive Adaptive Threat (HEAT) Shield. The DISA will deploy and sustain
HEAT for all DoD Cloud-Based Internet Isolation (CBII) Tenants, including critical enhancements to the CBII
Capability. The HEAT Shield uses Artificial Intelligence and additional remote browsing security to automate
threat detection. Auto Mitigation will enable DISA to expedite responses to detected threats in real-

time. Sandboxing is a fail-safe for unknown and zero-day threats, where no signatures or formulas are
present. The private Global Threat Intelligence (pGTI) capability applies to vendor and custom-developed
DoD signatures and rules. The combination of auto mitigation, sandboxing, and pGTI capabilities will enable
DISA to share data with the Full Content Inspection (FCI) capability to build more advanced formulas that
can be shared and used to standardize the cyber defense of FCI. To enhance threat visibility, the B&l/Web
Application Firewall (WAF) effort must expand data decryption at the boundary for inbound traffic. The
capability will protect over three million DoDIN web users from zero-hour phishing attempts, user credential
submissions to malicious sites, and many other threats.

DISA - Cyber
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lll. Financial Summary ($ in Thousands): (Cont.)

$4,669 thousand increase is for the Cleared Defense Contractor Gateway (CDCG). The CDCG is designed
to secure communications between defense contractor facilities and the DoD SIPRNet. It manages risk
related to the usage, storage, and transmission of information and supports a broad range of sharing policies
across classified and unclassified communities. It is deployed in two CONUS locations (Scott AFB, IL &
Columbus, OH).

$4,000 thousand for Deployable Security Orchestration and Automation Response (DESOAR), which
automates tasks and processes in the Thunderdome Capability carried out by cyber analysts and program
owners. This reduces the time from trigger event to response and frees personnel to focus on other activities
that require human interaction, such as incident investigation or threat hunting. The net benefit of this
capability is ensuring cyber analysts can act on extensive event data sets at speed with proven, defined
actions.

$3,200 thousand for the DoD Enterprise ICAM (E-ICAM) Application Programming Interface (API) gateway
will create a protection layer between applications and the Automated Account Provisioning component of
DoD E-ICAM. An API gateway acts as a single-entry point for clients to access backend services, offering
simplified development, security, and performance management benefits. It handles tasks like routing
requests, authentication, authorization, and protocol translation, streamlining interactions between
applications and DoD E-ICAM capabilities.

(FY 2025 Baseline: $446,553 thousand)

S T oY =T T I T 0] =TT $-19,878
a) Annualization of FY 2025 Program DECIEASES .........cciicuuuiiiiiee e e iecctt et e e e e e ettt ettt e e e s e s st aeeeeeeesasatabaeeeaaeeesaassstaaeeaaesesaasssreeeaeeseeannsrsneees $0
D) ONE-TIME FY 2025 INCIEASES .....eeueeiuieiuieaieeiteeateeeieeee et et e te e teeatee et e easeeaseeameeaaeeeaaeeaseeaaeeameeameeameeamseemseeaseeaseeameeanseanseanseeseenseeaneesneas $0
C) Program DeCreases iN FY 2026 ..........cooiiiiiiiiiiiie ittt e e b et e e ettt e e o be e e e e aa b et e et aa b et e e e aabe e e e e aabe e e e sanbeeeeaanbeeeeaanreeeeaa $-19,878
DISA - Cyber
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lll. Financial Summary ($ in Thousands): (Cont.)

1) Defense Industrial Base (DIB) NON-Pay ..........ccoiiiiiiiiiiiiie et $-733
To achieve efficiencies, the DISA will no longer secure DoD data on the DIB Networks and Information

Systems nor provide Information Assurance and Computer Network Defense (IA/CND) support to the DIB

through rapid dissemination of Cyber Threat, Vulnerability, and Analysis Information. This Initiative supported

the USCYBERCOM Operations, Intelligence, and Analysis devoted exclusively to Cyber Indications and

Warnings, Intrusion Detection, Incident Analysis, Incident Response, Information Sharing/Knowledge

Management, and Planning. This function is being transitioned to the Defense Cyber

Crime Center (DC3).

(FY 2025 Baseline: $718 thousand)

2) ISSP/Joint Information Environment (JIE) NON-Pay............oooiiiiiiiiiie e $-19,145
-$16,908 thousand decrease in Thunderdome. The program generated efficiencies by realigning tier Il

support, collaborating with the production Other Transaction Authority (OTA) contractor to establish labor

efficiencies by leveraging existing staff, and eliminating duplicative standalone lab and contract efforts.

-$2,237 thousand decrease eliminates the Joint Incident Management System (JIMS) that enables DoD
Users to view and edit cyber incident data as this reporting will be accomplished with alternative tools
available within the Department.

(FY 2025 Baseline: $446,553 thousand)

[ 7 7 38 =TT [ 1= =T | F = $559,426
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

IV. Performance Criteria and Evaluation Summary:

Metric Description 2024 Actuals 2025 Plan 2026 Plan

Information Systems Security Program (ISSP) / Information Assurance (1A)
Public Key Infrastructure (PKI):

1.  Number of Continuous Monitoring and Risk Scoring (CMRS) user accounts | 1. NIPR 662 1. NIPR 761 1. NIPR 875
created. How many new user accounts with defined permissions were SIPR 341 SIPR 392 SIPR 450
created in the past 365 days?

2. Number of User Activity Monitoring classes provided. DISA provides onsite |2. 9 Classes 2. 9 Classes 2. 9 Classes
engineering expertise, training classes, and software licensing/maintenance
to support the UAM capability in countering insider threats at ten Combatant
Commands (CCMDs) and 11 DAFAs.

3. Percentage of applications behind the Web Application Firewall (WAF). 3. 29% 3. 90% 3. 90%
DISA’s aimto protect 100% of internet-facing, Defense Enterprise Computing
Center (DECC) hosted, applications with the Web Application Firewall.

4. Percentage of DoD Cyber Exchange tickets completed. DoD Cyber 4. 95% 4. 95% 4. 95%
Exchange content requests are tracked in a ticketing system, and 95% will
be completed within the terms of the Service Level Agreement (SLA) terms.

5. Number of cybersecurity awareness training courses maintained. DISA 5. 8 5 7 5 7
develops and updates seven online cybersecurity awareness courses hosted
on cyber.mil for DoD use.

6. Average number of Joint Information Management System (JIMS) tickets 6. 26 6. 12 6. 0
created daily in the last 30 days. Note: Going away in FY 2026 due to
internal reprioritizations.

7. Number of analytics developed or substantially revised. Developing 7. 15 7. 15 7. 20
analytics involves collecting, analyzing, and translating NETOps data into
actionable information for DISA, the DoD, and its mission partners.

DISA - Cyber
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

IV. Performance Criteria and Evaluation Summary:

Metric Description 2024 Actuals 2025 Plan 2026 Plan
8. Number of DoD applications integrated with the Defense Enterprise Identity, | 8. IDP 195 8. IDP 130 8. IDP 130
Credential, and Access Management (ICAM) Identity Provider (IdP) and AAP 27 AAP 34 AAP 34
Automated Account Provisioning (AAP).
9. Several DoD Cyber Workforce framework (DCWF) training courses have 9. 10 9. 9 9. 9
been developed.
10. Number of ICAM Federations (NIPR/SIPR). 10. N/A 10. N/A 10. NIPR 7; SIPR 3
11. Number of known systems protected on NIPR/SIPR. 11. N/A 11. N/A 11. NIPR 324;
SIPR 45
12. Percentage of DISA users where data loss prevention is enforced. 12. N/A 12. N/A 12. 99%
13. Number of DESOAR analytics developed or substantially revised. 13. N/A 13. N/A 13. 20
Thunderdome
14. Number of Thunderdome migrations completed. 14. 51 Migrations | 14. 80 Migrations | 14. 80 Migrations
Cloud Support
15. Number of DoD Provisional Authorizations (PAs) issued based on DoD 15. 43 15. 115 15. 140
Assessment (non-reciprocity).
16. Number of annual assessments of DoD authorized cloud service 16. 55 16. 115 16. 140
providers/cloud service offerings.
17. Number of DoD Continuous Monitoring reports received, reviewed, and filed | 17. 827 17. 1,260 17. 1,680
in a secure repository.
DISA - Cyber
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

IV. Performance Criteria and Evaluation Summary:

Metric Description

2024 Actuals

2025 Plan

2026 Plan

Connection Approval Program

18.

19.

20.

21.

22.

23.

24.

Number of connection approval packages processed per month. DISA
processes up to 650 monthly connection approval packages to support
Combatant Commands / Services / Agencies / Field Activities (CC/S/A/FA)
requirements for Defense Information Systems Network (DISN) connections.

Number of Defense Security/Cybersecurity Authorization Working Group
(DSAWG) meetings conducted per month. Note: DISA conducts one monthly
DSAWG meeting to include agenda, minutes, ballots and processes eVotes
as required for those decisions made outside the DSAWG meeting.

Number of Cross Domain Technical Advisory Board (CDTAB) meetings
conducted per month. Note: DISA processes up to 60 cross-domain actions
per month, including eVotes.

Number of Ports Protocols Service Management (PPSM) Configuration
Control Board/Technical Advisory Group (CCB/TAG) meetings conducted
per month. Note: DISA processes up to 160 monthly PPSM actions as
required by Combatant Commands / Services / Agencies / Field Activities
(CC/S/AIFA) submissions.

Number of Connection Approval document reviews, Computer-Based
Training (CBT), and SME analyses provided. Target: Provide 4 document
reviews, produce 2 CBTs, and provide 4 SME analysis per month to support
Connection Approval Program requirements.

Percentage of registered Cloud Service Offerings that have DoD PAs
(Impact Level 4, 5, and 6) or Combatant Commands / Services / Agencies /
Field Activities / ADD / Authorization to Operate (CC/S/A/FA/ADD/ATOs
(Impact Level 2).

Percentage of registered Cloud Information Technology IT Project
connection approval requests submitted by Combatant Commands /
Services / Agencies / Field Activities (CC/S/A/FA) processed.

18. 650 Monthly

19. 3 Monthly

20. 2 Monthly

21. 1 Monthly

22. 10 Monthly

23. 100%/ Monthly

24. 100%/ Monthly

18. 650 Monthly

19. 3 Monthly

20. 1 Monthly

21. 1 Monthly

22. 10 Monthly

23. 100%/ Monthly

24. 100%/ Monthly

18. 650 Monthly

19. 3 Monthly

20. 2 Monthly

21. 1 Monthly

22. 10 Monthly

23. 100%/ Monthly

24. 100%/ Monthly

18

DISA - Cyber




Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

IV. Performance Criteria and Evaluation Summary:

Metric Description 2024 Actuals 2025 Plan 2026 Plan

Insider Threat User Activity Monitoring

25. Number of DISA classified networks with User Activity Monitoring (UAM) 25. 2 Monthly 25. 2 Monthly 25. 2 Monthly
implemented per month.

26. Percentage of comprehensive detection programs implemented. This is the |26. 100% (11 26. 100% (11 26. 100% (11
percentage of Committee on National Security Systems Directive 504 Annex Monthly) Monthly) Monthly)

B recommended categories (11) listed in Table 1 of Committee on National
Security Systems Directive 504. Target: 6 Annex B categories implemented.

27. Number of Fourth Estate SIPRNet networks covered by the DISA UAM 27. 6 Monthly 27. 6 Monthly 27. 6 Monthly
solution.

Security Technical Implementation Guide

28. Number of updated Security Technical Implementation Guides. Note: DISA |28. 378 28. 260 28. 260
holds a quarterly pre-release meeting, at which staff discuss trouble tickets,
patch updates, and policy changes, to determine Security Technical
Implementation Guide updates.

29. Number Security Technical Implementation Guide trouble ticket responses. |29. 1,079 29. 804 29. 804
30. Number of vendor Security Technical Implementation Guides developed and | 30. 25 30. 20 30. 20

published.
31. Number of updates to existing Windows Security Technical Implementation |31. 2 31. 2 31. 2

Guides developed and published.
32. The number of automated benchmarks is typically delivered with the 32. 43 32. 68 32. 52

quarterly release.
33. Number of compliance and enforcement automated remediation tools. 33. 16 33. 5 33. 5

DISA - Cyber

19



Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
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IV. Performance Criteria and Evaluation Summary:

20

Metric Description 2024 Actuals 2025 Plan 2026 Plan
Cyber Management
34. Percentage of compliance with Cybersecurity Workforce Professional and 34. 100% 34. 100% 34. 100%
Certification requirements. A weekly review was conducted to determine Quarterly Quarterly Quarterly
whether information assurance (IA) positions (civilian, military and contractor
support personnel) have the appropriate DoD Baseline Certification to
perform their assigned duties.
35. Percentage of Cyber Hygiene Scorecard completion. DISA is reporting 35. 100% 35. 100% 35. 100%
agency compliance per the required reporting cadence. Quarterly Quarterly Quarterly
36. Number of Privacy & HIPAA Support deliverables completed annually. 36. 12 36. 12 36. 12
Defense Industrial Base
37. Number of new user accounts (individual users and business contractors 37. User Accounts:| 37. User Accounts; 37. 0
with the DIB CS Program) created in the past 365 days. Note: Going away in 2,270 3,178
FY 2026 due to internal reprioritizations. Company Company
Accounts: Accounts:
1,100 1,900
DISA - Cyber
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V. Personnel Summary:

Change Change

FY 2024/ FY 2025/

FY 2024 FY 2025 FY 2026 FY 2025 FY 2026
Active Military End Strength (E/S) (Total) 86 107 95 21 -12
Officer 48 63 57 15 -6
Enlisted 38 44 38 6 -6
Civilian End Strength (Total) 388 393 369 5 -24
U.S. Direct Hire 222 248 224 26 -24
Total Direct Hire 222 248 224 26 -24
Reimbursable Civilians 166 145 145 -21 0
Active Military Average Strength (A/S) (Total) 86 107 95 21 -12
Officer 48 63 57 15 -6
Enlisted 38 44 38 6 -6
Civilian FTEs (Total) 371 357 364 -14 7
U.S. Direct Hire 218 215 222 -3 7
Total Direct Hire 218 215 222 -3 7
Reimbursable Civilians 153 142 142 -1 0
Average Annual Civilian Salary ($ in thousands) 199.5 205.0 206.8 5.5 1.8
Contractor FTEs (Total) 1,990 773 938 -1,217 165

Personnel Summary Explanations:
FY 2025 - FY2026 is (-24) Civilian End Strength (E/S)

The FY 2025 year end E/S number does not reflect the impact of the Deferred Resignation Program and Voluntary Early Retirement Authority
(VERA)/Voluntary Separation Incentive Payment (VSIP). The DISA expects 24 departures to be reflected at the beginning of fiscal year 2026.
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V. Personnel Summary: (Cont.)

A 10 percent reduction in E/S will impair incident response speed and effectiveness, widen the window of attack vulnerability, and risk delays in
crucial system recovery. This diminished capacity elevates our exposure to successful cyberattacks and their damaging consequences.

FY 2025 - FY 2026 is (+7) FTEs.

+6 FTE increase for ICAM personnel. This is a net-zero transfer from the Non-Pay pay program Net Centric Enterprise Services. A sufficiently

resourced ICAM program is necessary to support the High Impact Zero Trust - Identity Credentialing Access Management (ICAM) Capability and
build the FedHubs to enable the DoD to have Federated ICAM protection.

+1 FTE increase to conduct Cloud Provisional Authorizations. As DoD systems increasingly transfer to the cloud; workload has tripled since this
program’s inception.

DISA - Cyber
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Defense Information Systems Agency - Cyber
Operation and Maintenance, Defense-Wide
Fiscal Year (FY) 2026 Budget Estimates

VI. OP 32 Line Items as Applicable (Dollars in thousands):

Change from FY 2024 to FY 2025 Change from FY 2025 to FY 2026

FY 2024 Price Program FY 2025 Price Program FY 2026

Program Growth Growth Program Growth Growth Program

101 EXEC, GEN'L & SPEC SCHEDS 43,493 1,264 -680 44,077 246 1,588 45,911
0199 TOTAL CIVILIAN PERSONNEL COMPENSATION 43,493 1,264 -680 44,077 246 1,588 45,911
308 TRAVEL OF PERSONS 323 -104 226 5 72 303
0399 TOTAL TRAVEL 323 7 -104 226 5 72 303
771 COMMERCIAL TRANSPORT 49 1 -50 0 0 0
0799 TOTAL TRANSPORTATION 49 1 -50 0 0 0 0
914 PURCHASED COMMUNICATIONS (NON-FUND) 74,171 1,558 -75,602 127 3 -26 104
920 SUPPLIES & MATERIALS (NON-FUND) 32 1 155 188 4 34 226
922 EQUIPMENT MAINTENANCE BY CONTRACT 349,853 7,347 82,126 439,326 9,226 60,286 508,838
923  FACILITIES SUST, REST, & MOD BY CONTRACT 80 2 -82 0 0 0 0
925 EQUIPMENT PURCHASES (NON-FUND) 37,874 795 -38,429 240 5 2,585 2,830
932 MGT PROF SUPPORT SVCS 8,271 174 -8,445 0 0 0 0
934 ENGINEERING & TECH SVCS 795 17 -812 0 0 0 0
987 OTHER INTRA-GOVT PURCH 0 0 7 7 0 -7 0
989 OTHER SERVICES 152 3 7,002 7,157 150 -6,093 1,214
0999 TOTAL OTHER PURCHASES 471,228 9,896 -34,079 447,045 9,388 56,779 513,212
9999 GRAND TOTAL 515,093 11,168 -34,913 491,348 9,639 58,439 559,426
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